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1.Introduction

RAK811 TrackerBoard is a wireless remote positioning solution based on RAK811 + GPS + MEMS.
The RAR811 TrackerBoard uses the latest LoRaWAN1.0.2 protocol and supports LoRaWAN working

mode, allowing users to conveniently link to the LoRaWAN network.

RAK811 TrackerBoard is an open all source code products, users can github find all the source code.
About parameter configuration, the user can use the source code to develop their own serial AT

command, can also be set directly in the program.

RAK811 TrackerBoard battery-powered, greatly increasing the product's application scenarios, in
the outdoors can be very easy to use. Built-in 3D acceleration chip, you can detect the user's motion
status, determine the device is stationary, it will enter the low-power mode, reducing the overall power
consumption and increase battery life.The device with the data visualization interface provided by the

Cayenne platform, allowing users to easily know their own trajectory. View your location in real time.

The difference between the RAK811 TrackerBoard and the RAK811 SensorNodeBoard is GPS, and

the others are the same.
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2.0pen Source Project

RAK811 TrackerBoard is an open source hardware. So the user can get all the
information about the product. Includes schematics and program code. Here for everyone
a brief introduction to the structure and basic use of open source code.( The open source
code for the RAK811 TrackerBoard and RAK811 SensorNodeBoard is generic, So
collectively referred to as BreakBoard.)

About the open source project, we can download it here:
https://github.com/RAKWireless/RAK811 BreakBoard

This open source project is based on the official code LoRaWAN1.0.2 modified to
support ColDE and Keil5. Have ClassA and Ping-Pong two projects, respectively, can be
used as LoRaWAN test and LoRaP2P test.

2.1 Project Structure

Because of the similar project structure of ColDE and Keil5, we introduce the project

structure of ColDE as an example.
4 = classA
4l apps
[ main.c
4 [ boards
4 [ meu
> [ stm32
4 [, RAKB11BreakBoard
> [oy cmsis
> [Fy STM32L1oc HAL Devicer
[ adc-board.c
[ board.c
[€] eeprom-board.c
[ gpio-board.c
[¢ gps-board.c
[€ i2c-board.c
[€ rte-board.c
[€ spi-board.c
[ sx1276-board.c
[ uart-board.c
4 [ components
> [2p Retarget_printf
4 [ mac
> [y region
[ LoRaMac.c
[ LoRaMacCrypto.c
4 7, peripherals
(g lis3dh.c
4 [ radio
[ sx1276.c
4 [ system
+ [y crypto
[ adcc
(€ delay.c
(g fifo.c
€] gpio.c
[¢ gps.c
[g i2cc
[ timer.c
@ uart.c
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apps
-mcu.c application code
boards
-RAK811BreakBoard
-cmsis stm32Ixx platform system initial
-STM32L1xx_HAL_Driver stm32Ixx platform peripheral driver
-board.c... peripheral initial and stm32 related pins operate
-mcu
-stm32 stm32Ixx platform system interrupted
components
-Retarget_printf printf function configuration
mac
-LoRaMac.c LoRaMacCrypto.c lora mac driver
-region The region defined by LoRaWAN1.0.2
Peripherals
-lis3dh.c Acceleration chip LIS3DH driver files
radio
-sx1276.c support the semtech sx1276 driver
system
-crypto lora transmit security use AES and cmac check

-adc.c delay.c... delay ,timer, support and uart,adc,i2c,gpio Interface rewrite

2.2 Configuration Parameters

In the classA project, if you want to modify the way the device joins the network and
the parameters of joining the network, these parameters include Dev_EUI, APP_EUI,
APP_KEY, DEV_ADDR, NWKS_KEY, APPS_KEY. You can modify it in the
Commissioning.h file.

If you want to modify the way to join the network, please modify this parameter:

* When set toe 1 the application uses the Over-the-Air activation procedure
* When set to @ the application uses the Persenalizatien actiwvation procedure

#define OVER_THE_AIR_ACTIVATION 1

Wk = & W00~

R IR R
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If you want to modify Dev_EUI, APP_EUI, APP_KEY, DEV_ADDR, NWKS_KEY,
APPS_KEY these parameters, please modify here:

[€] mainc |{R Commissioning.h &3

33 #define IEEE_OUT BX60, BxC5, BxAB
34
35 /*!
36 * Mote device IEEE EUI (big endian)
37
38 * \remark In this application the value is automatically generated by calling
39 * BoardGetUniqueId function
49 =/
a1 gdefine { IEEE_OUI, @xFF, B@xEE, Bx@0, 0x08@, @x20 }
42
43 /%1

44 * ppplication I
45 */

E EUT (big endian)

46 #define LORAWAN APPLICATION EUI { ©x7@, @xB3, @xD5, @x7E, @xD@, @x@e, @x36, @xE2 }

47 //7eb3ds7efeond6as 7BB3D57E DBBATDFA

43 /*!

49 * AES encryption/decryption cipher applicaticon key

58 */

51 #define LORAWAN_APPLICATION_KEY { @x19, BxAl, BxE6, 8xF6, Bx77, BxC4, BxBE, BxSE, BxAC, @xDE, @x57, 8x29, @x1F, Bx86, 8x8C, 8x3B }
52 / /a6bedl4odaeld795ebfa5abdee1f4dbd @9A583D6256FOEFE12A15181F583880A
53 /*1

54 * Current network ID

55 */

56 #define LORAWAN_NETWORK_ID ( uint32_t )@

57

58 /*!

59 * Device address on the network (big endian)

60 *

61 * \remark In this application the value is automatically generated using

62 * a pseuda random generator sesded with a value derived from

63 1 BoardUniqueId value if LORAWAN_DEVICE_ADDRESS is set to @

B4 */

65 #define LORAWAN_DEVICE_ADDRESS ( uint32_t )exeeeeases

BB

67 /*!

68 * AES encryption/decryption cipher network session key

69 */

70 #define LORAWAN_NWKSKEY { ex28, Ox7E, @x15, @x16, ©x28, @xAE, @xD2, OxAG6, @xAB, OxF7, ©x15, ©x88, ©x09, OxCF, @x4F, @x3C }
71

72 /%!

73 * AES encryption/decryption cipher application session key

74 */

75 #define LORAWAN_APPSKEY { Ox28, @x7E, @x15, 8x16, Bx28, BxAE, @xD2, OwAG, ONAB, @xF7, @x15, Bx33, Bx@0, BxCF, 8x4F, @x3C }
76

77 #tendif // _ LORA COMMISSIONING H__

78

2.3 Modify Region

The open source code is based on LoRaWAN1.0.2 modified from, so the supported
regions have: EU868, US915, AS923, AU915, IN865, KR920. If you want to modify the
region, you can modify the macro definition.

Help
P iGBOD BTG

< mainc & Commissioning.h Configuration 1 = O[3 Outlin 22 . [@ Grap | Grap | = O
o & 5 y An outline is not available.
' @(Ompde Junk  (S)Output (@) User (F) Debugger () Downioad

Target |classd -

o) RAKB11BreakBoard % Bosic setting Options:
G emsis

' STM32L1xx_HAL Devicer [ Advance setting FPU: Ogtimization:

adc-board.c Optimizate Size (Os) | v |

board.c

ceprom-board.c Debug VIARNNING:

gpic-board.c default debus | v | Al warnings | + |

gps-boerd.c Defined Symbols

i2c-board.c

rte-board.c

spi-board.c t

) 5x1276-board.c

9 vart-bosrd.c

B w6

Add
G components
G, Retarget printf

G mac

G region
R Regionc R A
4] RegionAS923.c
[8 RegionAU91S.c
@ RegionCommonc
& RegionEUS68.c Compiler Control string: —
2 RegionIN86S.c i
<] RegionKR920.c mcpuscortes-ml | | [ amthumb | g2 ; VAl | Os ; -DREGION_AS92) ; -DUSE DEBUGGER ; -DUSE_HAL DRIVER |
1€ RegionUS915.c 7 = § = A g
3] RegionUS915-Hybrid.c I DSTMILI5TxB ; -DSTMIZLISICBUS ; |/ /wrc | | d./../srciboards/rakB1 1breakboard | | <
) Problems | B Console - B~ «-=D0

No consoles to display at this time,

W classd & classA/apps/main.c 3
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3. Firmware Download

RAK811 BreakBoard open source hardware supports three ways to download the
firmware. First of all, it can support ColDE to download program firmware using SWD
interface.Secondly, support Keil5 use SWD interface to download program firmware.
Finally, also support serial port BOOT burning firmware.

3.1 Use ColDE

Use ColDE to download the program, need to use J-link, through the J-link connected
to the device's SWD interface for online debugging.
The SWD interface of RAK811 TrackerBoard is shown below:

After connecting the SWD interface, open ColDE project, click compile, debug to
download debugger, See below:
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) CooCox ColDE -ln-]ii-'r 1 Bre: Acoproj - -‘! S e L = ﬂ
File Edit y jef Flash Debug Search  Help
[ &e ; D o9 D@L Yoo~
& Project 3 B8 Compenent View| ~ O| [d mainc () Commissianingh 210 = O][= outiin 52 [ Grap | Grap | ~ O
il 27, e BRN e %"
| # _LORA COMMISSIONING H_
), = # OVER_THE_AIR ACTIVATION
# LORAWAN_PUBLIC_NETWORK
: # 1e€€.0U
| # LORAWAN_DEVICE EUL
O, Py r # LORAWAN_APPLICATION EUT
file i de in the project # LORAWAN_APPLICATION KEY
# LORAWAN_NETWORK_ID
RAK811BreakBoard cy Cr
i el r eyS # LORAWAN_DEVICE ADDRESS
G emsis E
D 15 #ifndef __LORA COMMISSIONING M # LORAWAN_NWKSKEY
G STM32L10 HAL Devicer e ) A ey
[@ ade-bearde 7 i
{8 board.c B
18 eeprom-board.c
{2 gpic-board.c
& gps-board.c
[@ 2¢-bosrde
9 rtc-boardic
19 spi-board.c
) x1276-board.c
{4 vart-board.c
Gy components e Identifier ( OUI ) (big endian)
& Retarget_printf or organizatio
() mac ox60, OxCS, OXA3
&g region
{9 Regionc
[@ RegionAS923.c ot
9 RegionAU915.c i 3 & y n
T Problems | B Console 2 AB-r3--0
No consoles to display at this time,
If
@ classa Writable | smartinsert | 16:33 3

[File Edit View Debug Search Help

PO SrnapPE 8- D BRLE0Q HrFvera -

E % 7 70 dmaineti % Commissioningh | [€]
720

& Project

Target [dassA - ¥ o)
&5 classA - NextTx = true; - |
& opps
[8 mainc main: [
(& boards. ain applic Pese1233s: [ stadb spl, {r4
meu 737 Devicestate | |
B o main( void ) 0801233c:  1dr r4, [pc, ¥
G 729
G RAKB118reakBoard LoRatacPrinitives t LoRaMacPrimitives; 801233e:  sub sp, 80 |8
@ cmais LoRaMacCallback_t LoRaMacCallbacks; e Boariin 6
5 MibRequestConfirm_t mibReq; 08012340: b1 Ox800Ffcs <
G STM32L1oc HAL Devicer ) 735 BoardInitper| |
[ sdc-bosrdic BoardInithcu( ); 08012344: bl xBAOFfE4 <
B boarde BoardInitPeriph( ); s pottoR

68012343:  1dr r0, [pc, ¥

(&) eeprom-board.c DeviceState - DEVICE STATE_INIT; 0801234e: bl Ox8001af4 <

8 gpio-board.c printf("RAKB11 BreakBoard soft version: 1.0.2\r\n");
&) gps-board.c Y
8 i2c-board.c

08012352:  movs r6, #0

W while( 1) 03012354:  movs r7, 40

. switch(
@ rte-board.c switch( Devicestate ) 3 || eser23se: 1drb r3, [r4,
4 spi 06012358:  cmp r3, 4
8 spi-board.c case DEVICE_STATE_INIT: 801235a:  bhi.w 0x801278
18 $x1276-board.c 2 ©801235e:  tbh [pc, r3, 1
(8 vart-board.c L «MachcpsConfirm = Mep: i ©8012362:  wovs rS5, r@
LoRatacPr - 08012364:  wovs r3, r7
G components It itives.MacHlmeConfirm =

N irm; 08012366 1sls r@, r6, # o
(g Retarget printf I nRAMArCal Thacks GetRatteryl ruel = RoardGetRatteryl evel o smenoest Lt T T

(5 mac e 2 E ¢
& Console | 5 Debug 4| @ 7 7 B Semihosting 09" Variables 3 Graphical Code Generation | 4’ Search i & W o =)
classA.configuration [Cortex-M Application] No search results available. Start a search from the search dislog...
GDB Hardware Debugger (17-11-20 T4F4:23) (Suspended)
Thread (1] (Suspended: Breakpoint hit.)
1 main() maine:729 0x08012338
CaProgram Files (xB6)\GNU Tools ARM Embedded\s.4 2016q3\bin\arm-none-eabi-gdb (17-11-29 F44:23)
CUsers\Chace.C: 1 i | classAelf (17-11-20 F
4 i - '
W classa Writable | smartinsert | 729:1 38

3.2 Use Keil5

Use Keil5 download program and use ColDE is similar, also need J-link, also need to
connect the SWD interface.
Open Keil5 project, click compile, download the program.
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C\Users\CH
e it i e s et s 5vC s maens e
S e - |pm | == e | @ mnones Faes@le &alF)
& e @ ) W8] et [ & B E Y@
Project ] ) 2ebosndc | ] RegionAmiB.c | ] maine () sdo7ebeardie | | isRaMace | ) sdzisboaidh | Commissioningh | ] NsSdhic | °T startup stmaziistebis | ] Bearde | ] bosedh | ) iec - x
£ 45 Project: classA - =1L
plml[_hmkhmrﬁ T _ I
@ I I
0 ] maine | C J_lr_ A
I3 boards\RAKEN1BreakBoard PO 11t
5 1 adk-boardc ( Y I I N R
@ ] board.c @13 Semtech
I ® ) gpio-board.c
o Mac <l plementat

evised BSD License, see LICENSE.TXT file include in the project

13 | Maintainer: Miguel Luis and Gregory Cristian
14 | %/

16 [/*! \file classA/SensorNode/main.c */

#include <string.h>
19 winclude <math.h>
X 20 #include "board.h"

RaM.

5 1) stm32ihoc hal rce_enc 29 #define APP_TX_DUTYCYCLE
@ ) smadilechal nce =

@ ) smddiechal e ene "~
32 | * Defines a random delay for applicaticn data tra

33 | * value in [ms].

38 pdafice ADD TY DUTYOVOIE BMD

Suild Cutput -
TTAG speea; s00s

J-LINK / 1TRACE Cortex 116 C1 CAP NUM SCRL OVE R

3.3 Use the Serial Port

3.3.1 Install Serial Port Driver

This device uses USB to serial port chip CP2102, so after the device is connected to
the computer, the driver will usually be installed automatically, if you find that your
computer is not automatically installed, please go to this link to download the driver:
http://passport.rakwireless.com/stat/en/RAK811%20TrackerBoard/Tool/CP210x_Window

s_Drivers.zip

;--f? =0 (COM #1LPT)

COPYRIGHT ©
SHENZHEN RAKWIRELESS TECHNOLOGY CO., LTD

www.rakwireless.com ETDX1711291302


http://www.rakwireless.com/
http://passport.rakwireless.com/stat/en/RAK811%20TrackerBoard/Tool/CP210x_Windows_Drivers.zip
http://passport.rakwireless.com/stat/en/RAK811%20TrackerBoard/Tool/CP210x_Windows_Drivers.zip

’ RAK susenzsnsamas
The simplest, the best

Shenzhen Rakwireless Technology Co., Ltd TrackerBoard User Manual

3.3.2 Start Upgrade

This device also supports the use of serial BOOT upgrade, This need to use the
BOOTO pin.

If the BOOTO pin is connected to GND, the device will normally run the application
code. So the BOOTO pin will be connected to GND by default

If the BOOTO pin is connected to VCC, the device will enter the BOOT mode, then
use ST's official upgrade tool Flash Loader Demonstrator burn bin file used to update the
firmware. Upgrade tools, see the link to download:

http://passport.rakwireless.com/stat/en/RAK811%20LoRa%20Module/Firmware %20
upgrade/Flash%20Loader%20Demonstrator.zip

The steps shown below:

1.0pen the Flash Loader Demonstrator tool, 2.Click the “NEXT” button, The again the “Next” button,
Set the serial port parameters; arrive the following interface; Choose STM32L1_Cat2-128K;

St P Comera shom ot ek it S GH. B TG Pt 1) G
conracon,

Torpt e madatie Poace chch N %5 procond
Comescn 0 o ames

& Lt
revme EIINENS P [ )
Pndfve 1150 <] too [oeme 5 :

Consn 2] Tt B <]
."w.po O IOOO000 0w BO00CFT  On00 1)
QP a0 GO G0N
[QPand OO0 ST MO0
QP OB T 0D
[QPawet  OoMO0EN) 00T 0RX)
[QPaet MU0 T 0NN
[OPmeé R0 O UOOST GO
[QPme? OO D 0N
[OPaed  DoNON0 OUOONT 0P
[P oumo0 v o
,Qv-,-.n OO0 OEOOGMT SN0 EX)
[Qpaett  otoes  ovwoesT a0

[ | o= T | TN T - ] | oo

4.Choose “Download to device”,
Set the path to the new firmware,
and click “NEXT” button.

5 mrioad 8 dovce Tope  STMXNY Cod 2K Taget  STMIY Co2 020
Oomrbond bom e Mot STMEL Co2 VN ST Maot  STMIRLY Cod 12K ST
[T o Do FAs 131 V101300 by W |
© Gamooomoyseon  C NoGow Sobdloese Ommcn DO Opwanon COWNLOD
Fiocone C\Wseni\Admrsch sorDeskaogt AAKE1 V103 864 b Vin e €\t DckiochFAKES | V%), 068 b
@ nfomn  «) [ g % o o
I~ Qutirce fwmcvs wrm 111} [ Vit atew dowriond
Mons deacinans = Fiosce 24768 KAYT byech P 60N BT o)
 Uoaton drvice Dona S0ETH8 O bshof 207 €8 077 by S R247KD ST byt o €27 B A7 tysen)
Ukiond %5 Tew w0 Tow w0
f i)
=) B Oomiendi e 17% [ Dvriosd opeimtan imivnes swccesssuy |
| r
N J_o | ]t e T .
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Bin file needed for the upgrade can be compiled using keil5 or ColDE tools. Of course,
RAK company will also launch its own specific function of the bin file for users to upgrade
and used.
If you want to compile the bin file using Keil5, you need to add these as shown below:
fromelf.exe --bin -0 "$L@L.bin" "#L"

kA Options for Target "RAK811_breakboard' |
Device | Target | Dutput | Listing UserﬁH | Asn | Linker | Debug | Utilities
Command Items User Command w  Stop on Exi..  S..
[=)--Before Compile C/C++ File
[7 Run#l L_ﬂ Not Specified | [
[~ Run#2 2] Mot Specified | I~
[=-Before Build/Rebuild
[7 Run#l J_ﬂ Mot Specified | ™
[~ Run#2 ) (5] Not Specified | T
[=)--After Build/Rebuild
[¥ Run#l fromelf.exe --bin -0 "SL@L.bin" "#L" 1_% Not Specified | I
[7 Run#2 L_ﬂ Mot Specified | ™
™ Run "After-Build’ Conditionally
I¥ Beep When Complete I Start Debugging

0K | Cancel Defaults ‘ Help

3.4 Reset and Run

After the user upgrades the firmware, the reset device will see the following log
information in the serial port.

Commlart Assiistant

COM Settings Data receive SAVAGE V423
Porttlum |COM4T ~| | ||RARBLL BreakBoard seft wersion: 1.0.2
Bauckt [115200 -] Selected LoraffAR 1.0.2 Region: EUGAG

DFaty |MOME -
DatsB |8 :I Dev_EVI: 60 C5 A5 FF EE 00 00 20

StopE 1 AppEui: 7O B3 DS TE D0 OO 86 E2

hppKey: 19 Al EB F6 77 C4 BE 5E AC DE 5T 29 IF &6 &C 3B

@ Closs OTAA Toin Start. ..

il Mowe Detected INT1 sre:Ouxdl
Mowve Dletected INT1 sre:Oxdl
Recw Options Mowe Detected INT1 src:Oxtl
[~ Receiwe to file... | |Mowe Detected INT1 sreiOxdl
[ Auto linefeed
| Show timestamp
[~ Receive as hex

[ Pauze receive

Save Clear

Send Options

[~ Data from file ...
[~ Auto checksum

[” Auto clear input

[~ Send az hex 1.0CO & 2R<D& 3T<D@ ADTR® GSGND# EDSARe 7RTS® GLCTS# SRle
[~ FPeriod |S000 ms |
Load .. Clear Send
[& Ready! T '*_FSJ T#:0 R 354 Reset |
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4.Contact information

Shanghai

FAE mailbox:allan.jin@rakwireless.com

Tel : 185-1082-5762

Address: Room B205, Green light kechuang garden, 2588 Lane, Hongmei South road,
Minhang District, Shanghai

Shenzhen

FAE mailbox: steven.tang@rakwireless.com

Tel : 0755-26506594

Fax: 0755-86152201

Address: Room 802, Yongfu building, No0.1s06, Yongfu road, Baoan District ,
Shengzhen
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